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Incidents/Articles of Note:

The stakes 'could not be any higher': CISA chief talks about the tech
challenges ahead
Conti ransomware shuts down operation, rebrands into smaller units
This Phishing Attack Delivers Three Forms Of Malware
Vulnerabilities found in Bluetooth Low Energy gives hackers access to
numerous devices
Illinois College, Hit By Ransomware Attack, To Shut Down
Data Breach Discovered At IKEA Canada Impacts 95,000 Customers
Healthcare And Education Sectors Most Susceptible To Cyber Incidents 
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https://www.zdnet.com/article/the-stakes-could-not-be-any-higher-cisa-chief-talks-about-the-tech-challenges-ahead/
https://www.bleepingcomputer.com/news/security/conti-ransomware-shuts-down-operation-rebrands-into-smaller-units/
https://www.zdnet.com/article/this-phishing-attack-delivers-three-forms-of-malware-and-they-all-want-to-steal-your-data/?ftag=TRE-03-10aaa6b&bhid=%7b%24external_id%7d&mid=%7b%24MESSAGE_ID%7d&cid=%7b%24contact_id%7d&eh=%7b%24CF_emailHash%7d
https://www.techrepublic.com/article/vulnerabilities-found-in-bluetooth-low-energy-gives-hackers-access-to-numerous-devices/
https://www.nbcnews.com/tech/security/ransomware-attack-covid-combine-shutter-illinois-college-rcna24905
https://www.infosecurity-magazine.com/news/data-breach-ikea-canada/
https://www.infosecurity-magazine.com/news/healthcare-education-cyber/
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Article I ZDNet

FBI and NSA say: Stop doing 
these 10 things that let the 
hackers in
Cyber attackers regularly exploit 
unpatched software vulnerabilities, but 
they "routinely" target security 
misconfigurations for initial access, so 
the US Cybersecurity and Infrastructure 
Security Agency (CISA) and its peers 
have created a to-do list for defenders 
in today's heightened threat
environment.

View Article

Resource | CISA

Cyber Resource Hub
The Cybersecurity and Infrastructure 
Security Agency offers a range of 
cybersecurity assessments that 
evaluate operational resilience, 
cybersecurity practices, organizational 
management of external dependencies, 
and other key elements of a robust and 
resilient cyber framework. These
professional, no-cost assessments are 
provided upon request on a voluntary 
basis and can help any organization 
with managing risk and strengthening 
the cybersecurity of our Nation's critical 
infrastructure.

View Resource

- Tools and Resources -

https://www.zdnet.com/article/fbi-and-nsa-say-stop-doing-these-10-things-that-let-the-hackers-in/
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Not a VFC Shield Member?

Join Today

Virginia Shield Coalition

"Awareness Through Information Sharing"

------

Useful Links

webversion VFC Fusion Site

VFC Shield Report SAR Shield Homepage

"Awareness Through Information 
Sharing" Email Coordinator All Products
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The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have 
been selected to provide you with event information to highlight available resources designed to

improve public safety and reduce the probability of becoming a victim of a crime.
------------
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